Best Practice Guidelines for Academic and Research Organizations

In addition to the elements and measures that should be part of your organization’s ICP, it is recommended that academic and research organizations also consider the best practices below.
· Require researchers and staff to acknowledge their STC-related obligations and responsibilities in writing by signing an STC Acknowledgement and Certification form. (Note: An “STC Acknowledgement and Certification” template is available below as part of the ICP Guide.)
· Take adequate precautions against “deemed exports,” if applicable.
· Establish access controls to safeguard controlled information and technology (includes physical and IT security measures). Your organization should seek to secure computers, electronic storage devices, and documents containing strategic information/data and establish physical security measures and restricted areas to regulate foreign national access to controlled data and technologies.
Note: For more information on access controls, consult the “Industry Sector Specific Tools,” “Technology Best Practices” sub-section of the ICP Guide. 
· Designate a lab, departmental, or college administrative staff member to serve as a research/foreign visitors’ coordinator
· Screen students and staff to ensure they are not on any designated entity lists or subject to any restrictions based on their nationality
· Screen the latest lists of sanctioned/embargoed entities, individuals, and countries before venturing into a project with foreign institutions or researchers, irrespective of whether they are working in your country or abroad
· Comply with proprietary rights and non-disclosure requirements associated with the project or activity. (Note: The “Technology Best Practices” sub-section contains a “Controlled Information Non-Disclosure Agreement (NDA)” template).
· Include a STC compliance requirement as part of contractual obligations for joint ventures or joint research projects involving foreign nationals.
· Refuse contract language that requires your organization to provide indemnification for violations of the STC regulations.
· Seek guidance before travelling to or undertaking research/project in sanctioned/embargoed countries or with denied persons/entities.
· Conduct periodic risk assessments to evaluate and prioritize the compliance-related risks facing your organization.[endnoteRef:1]  
 [1:  Adapted and modified from: Internal Compliance Programme Guidelines, Pakistan Ministry of Foreign Affairs, Strategic Export Control Division (SECDIV), 3 October 2014.] 
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